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Summary

• Scientific software is vulnerable to conventional attacks (our work)

• Scientific software is vulnerable to new forms of attack

• Our new “nudging attack” involves only small, low-perceptibility 

manipulation of input numbers via fuzzing

• Nudging attack works against chaotic dynamical systems

• Nudging attack works against GROMACS, LAMMPS, Laghos

‣ ∼ 63x output deflection across experiments (2 hours)

‣ ≤ 10−6 nudge ⇒ 1014 output error
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Attacker’s Goals

Create bogus yet plausible scientific results
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Attacker’s Goals

Create bogus yet plausible scientific results
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Deflect output

Input Output

Original
Original

Nudged

Nudged
+

Decrease “distance to a target”

Steer output toward a goal

Input Output

Original
Original

Nudged

Nudged -
Target

4



Nudging Attacks

We built a fuzzer that finds such “nudging attacks”
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Nudging Attacks

We built a fuzzer that finds such “nudging attacks”

• Conventional fuzzing

‣ Software testing technique

‣ Repeatedly mutate program 

input, record behavior

‣ Objective: crash the program
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Nudging Attacks

We built a fuzzer that finds such “nudging attacks”

• Conventional fuzzing

‣ Software testing technique

‣ Repeatedly mutate program 

input, record behavior

‣ Objective: crash the program

• Our use of fuzzing

‣ Fuzzer as a search process

‣ Make small input changes

‣ Objective: optimize for a 

desired output
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Perceptibility Constraints

• A traditional fuzzer searches the whole input space

• The adversary cares about imperceptible manipulations

to an otherwise legitimate input
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pair_style  meam/sw/spline

pair_coeff  * * Ti.meam.sw.spline Ti

mass        * 47.90

...

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

13

-20.0 0.0

1 0 1 0

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...
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pair_style  meam/sw/spline
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Value perceptibility constraint

7



Chaos Control

• What is vulnerable to input manipulations?
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Chaos Control

• What is vulnerable to input manipulations?

• Chaotic dynamical systems

‣ Vulnerability rooted in physics

‣ Small change in initial state ⇒ large change in final state

‣ Proof-of-concept for nudging attacks
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3-Body Simulation

Can we nudge the planets onto a collision trajectory? Yes!
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3-Body Simulation

Can we nudge the planets onto a divergence trajectory? Yes!
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Larger Targets

GROMACS
LAMMPS Laghos

Together: 2M+ lines of code
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Nudging Attacks on Large Applications

LAMMPS: in.alpha

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...
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Nudging Attacks on Large Applications

LAMMPS: in.alpha

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...

Metric value: 𝑀 = |Nudged Output − Original Output|

Deflection ratio: 𝑅 = | |Nudged Output − Original Output|
Original Output |
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Nudging Attacks on Large Applications

LAMMPS: in.alpha

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...

Metric value: 𝑀 = |cohesive_energy − (−4.831)|

Deflection ratio: 𝑅 = | |cohesive_energy −(−4.831)|
(−4.831) |
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How Quickly Can Deflection Occur?
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Maximum Deflection Ratio

2 Hours, Value Perceptibility Constraint (Nudge ≤ 10−6)
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Many have a notable deflection ratio
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Other Perceptibility Constraints

Three quantifiers for nudge perceptibility
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Other Perceptibility Constraints

Three quantifiers for nudge perceptibility

• Value(Δ): 𝑣 becomes a random value in (𝑣 − Δ, 𝑣 + Δ)
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Other Perceptibility Constraints

Three quantifiers for nudge perceptibility

• Value(10−6): 𝑣 becomes a random value in (𝑣 − 10−6, 𝑣 + 10−6)
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Other Perceptibility Constraints

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...
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Other Perceptibility Constraints

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692832953632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010986139e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653303289427e-02 2.436300413714785229e+00

...
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Other Perceptibility Constraints

Three quantifiers for nudge perceptibility

• Value(10−6): 𝑣 becomes a random value in (𝑣 − 10−6, 𝑣 + 10−6)

• Limited-Value(Δ): Value(Δ) on any single value

18



Other Perceptibility Constraints

Three quantifiers for nudge perceptibility

• Value(10−6): 𝑣 becomes a random value in (𝑣 − 10−6, 𝑣 + 10−6)

• Limited-Value(10−6): Value(10−6) on any single value

18



Other Perceptibility Constraints

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...

19



Other Perceptibility Constraints

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966341450711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...

19



Other Perceptibility Constraints

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00

2.055801767399996649e+00 9.108397309055012991e-01 1.087025233010940539e+01

2.368910697636360752e+00 3.880458966347280711e-01 -1.553224188359566327e+00

2.682019627872724410e+00 -1.884090653346989427e-02 2.436300413714785229e+00

...

19



Other Perceptibility Constraints

Three quantifiers for nudge perceptibility

• Value(10−6): 𝑣 becomes a random value in (𝑣 − 10−6, 𝑣 + 10−6)

• Limited-Value(10−6): Value(10−6) on any single value

• Levenshtein(𝑛, 𝑑): 𝑛 values edited such that the Levenshtein 

distance to each new value is below 𝑑
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Other Perceptibility Constraints

Three quantifiers for nudge perceptibility
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• Limited-Value(10−6): Value(10−6) on any single value
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Other Perceptibility Constraints

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"
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Other Perceptibility Constraints

print       "Calculated cohesive energy: ${cohesive_energy} eV/atom"

print       "Reference cohesive energy:  -4.831 eV/atom"

... \\

1.742692837163632546e+00 3.744277175966389349e+00 0.0e+00
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...
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Other Perceptibility Constraints

Three quantifiers for nudge perceptibility

• Value(10−6): 𝑣 becomes a random value in (𝑣 − 10−6, 𝑣 + 10−6)

• Limited-Value(10−6): Value(10−6) on any single value

• Levenshtein(2, 1): 2 values edited such that the Levenshtein 

distance to each new value is below 1
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All Experiments
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Deflection ratio: 𝑅 = |Nudged Output − Original Output
Original Output |

(Note the logarithmic scale)
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Future Work

• Steering the output of large applications
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Future Work

• Steering the output of large applications

• Preserving the structure of the computational problem
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Future Work

• Steering the output of large applications

• Preserving the structure of the computational problem

• Automation with AI agents
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Coming Soon

Scientific software has

conventional vulnerabilities

• Upcoming presentation at SC’26

S-HPC Workshop on security

• Fuzzing finds bugs exploitable to achieve 

arbitrary code execution
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Thank You!

Michael Polinski
https://michaelpolinski.com

Buoyancy Project
https://buoyancy-project.org

Prescience Lab
http://presciencelab.org

Northwestern University
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