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Abstract

Delivering instruction exceptions to user-space code enables a range
of services, including floating point tracing and virtualization. Un-
fortunately, the usual forms of such delivery, signals or even special-
ized kernel modules, have high latency and overhead. We propose
kernel-bypass exceptions (KBEs), hardware support to deliver cer-
tain exceptions safely and directly to user-space handlers. We then
describe RAFT-V, a proof-of-concept, open-source prototype that
extends the SonicBOOM RISC-V core and Linux to implement KBEs.
RAFT-V also implements floating point trap support, which was
not previously available on RISC-V in any form. RAFT-V lowers
the latency and overhead of delivering these and other instruction
exceptions to a user-space handler by 30x compared to signals. We
use this functionality in RISC-V ports of the open-source FPSpy
and FPVM floating point tracing and virtualization tools, reducing
their costs by a factor of 3x. Our changes to add KBE and floating
point trap features to RISC-V only marginally increase the overall
hardware footprint and do not affect its critical path.
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1 Introduction

Delivering exceptions directly to user-space enables and acceler-
ates a wide range of services which rely on exceptions to function.
For example, a far memory system might be driven by page faults
delivered to the kernel (e.g. [1]), while it is known the remote net-
work access can be much better facilitated in user-space (e.g. [16]).
Far memory systems swap frequently, thus reducing the costs of
delivering page faults to user-space in such a system would have sig-
nificant benefits. In this work we focus on delivering floating point

This effort was partially supported by the United States National Science Founda-
tion (NSF) under awards CNS-2211315, CCF-2119069, and CNS-2211508.

This work is licensed under a Creative Commons Attribution 4.0 International License.
HPDC °26, Cleveland, OH, USA

© 2026 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2640-8/26/07

https://doi.org/10.1145/3806645.3820063

552

Liam Strand
Northwestern University
Evanston, IL, USA
Itrs@u.northwestern.edu

Peter Dinda
Northwestern University
Evanston, IL, USA
pdinda@northwestern.edu

traps directly to user-space, to accelerate floating point tracing or
virtualization, as in FPSpy [8] and FPVM [9, 18].

We focus on precise synchronous exceptions [5, Chapter 8] that
are the result of the processor finding a problem with the contin-
ued interpretation of a machine instruction. This event (e.g, page
fault, invalid opcode, floating point trap, etc.) triggers a privilege
mode change and dispatch of the event with additional data (e.g.,
access type, address) to the kernel via a handler table. The handler
code can be assured that the faulting instruction and subsequent
instructions have not been committed by the hardware and the data
includes the address of the faulting instruction (the exception is
“precise”). Instructions that deliberately produce events (e.g, break-
point instructions, syscalls) behave similarly.

2 Kernel-Bypass Exceptions (KBEs)

Normally, the kernel gets the first shot at handling an exception,
even those that are irrelevant to it, such as a floating point trap
in tracing or virtualization services, or one that the application or
runtime intends to handle, such as an mprotect()ed region in a
garbage collector or far memory system. The prevailing ideology is
that exceptions are by their very nature exceptional, i.e. rare, mean-
ing the exception-handling path should not be heavily optimized.

Kernel-Bypass Exceptions (KBEs) are exactly what they sound
like, some or all exceptions are delivered directly to user-space,
bypassing the kernel. KBEs are not an entirely new concept; prior
work proposed a similar concept in 1994 [17]. However, to the best
of our knowledge, no hardware implementation of KBEs has been
reported, and using KBEs for floating point traps is entirely new.

Prior work focused on allowing and building user-level inter-
rupts, instead of exceptions, with a case being made as far back
as 2002 [15]. Intel introduced user-level interprocessor interrupts
(UIPIs) with Sapphire Rapids [12, Chapter 7] and it exhibits good
performance [14]. UIPIs enabled a range of services; such as an
entirely user-level preemptive threading library [10]. In addition,
very recent work, [3] shows how to extend UIPIs to handle external
interrupts to accelerate other user-level services.

Delivering exceptions directly to user-space means there is no
context switch out of the user-process, because the process has ex-
plicitly opted into handling them. This has a variety of benefits, two
of the largest are that the usual hardware need to flush the entire
pipeline for security can be omitted (the core is simply entering a
different part of the same user program), and various caches do not
need to be flushed (there is no possibility of a side channel between
actors since there is only one actor).
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3 RAFT-V

RAFT-V is our prototype implementation of KBEs in the Sonic-
BOOM [19] RISC-V core. SonicBOOM [19] (often shortened to just
BOOM) is a modern high-performance micro-coded Out-Of-Order
RISC-V CPU that plugs into Chipyard’s SoC framework [2] and
has previously been fabricated [6]. Our RAFT-V is also the first
RISC-V core to support precise floating point traps (also referred
to as floating point exceptions, FPEs, by software), which serves as
the primary exception evaluated in this paper.

3.1 FPEs

Bringing FPE support to BOOM required deep understanding of
how BOOM manages floating point state for pops. Our changes
included: choosing an exception number for FPEs, adding the enable
mask CSR (fflags_enable), modifying the Re-Order Buffer (ROB)
so each pop entry stores a copy of the fflags_enable CSR at
dispatch time, and finally adding logic to use the installed mask to
raise exceptions. Each pop must carry a copy of fflags_enable
so that floating point exceptions are raised correctly and precisely
while executing out-of-order.

3.2 KBEs

Unlike the FPE changes, implementing KBEs for RAFT-V required
very targeted changes. KBEs required defining a handful of new
CSRs, defining a new mode-return instruction (URET), and re-enabling
a bit-field on an already-existing CSR; all of which mirror the
already-existing privilege-mode management hardware. This cre-
ates an additional layer in the Mux tree that determines which
privilege level an exception will be delegated to.

Additionally, we created ESTEP, a custom instruction that acts as
a “KBE native” instruction exception with its own custom exception
number. This only involved allocating: a new exception number,
adding a new instruction to RISC-V, and then decoding it.

3.3 OpenSBI and Linux

We modified OpenSBI (the firmware) and Linux to make our hard-
ware changes visible and behave as expected. Linux handles all of
the new architectural state like the already-existing pieces, swap-
ping them on context switches, clearing them on new process invo-
cation, and a kernel module provides an interface for user programs
to request KBEs. We also provide a minimal user-level library shim
that allows users to treat KBEs as if they were regular signals, but
signals that are delivered significantly faster.

4 Evaluation

Our evaluation employs the widely-used and well-validated FireSim
tool [13], which is a framework for FPGA-accelerated high-speed
cycle-accurate simulation. Performance critical parts of RAFT-V
are synthesized through the Vivado toolchain, permitting RAFT-V
to boot a full Linux kernel to an interactive user shell quickly while
remaining cycle-accurate, permitting real programs to be evaluated.

4.1 KBE Delivery Latency

We first measured the benefit KBEs can provide in their best case:
exceptions are frequent and the “null” exception handler does no
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Figure 1: KBEs don’t enter the kernel, reducing overhead
greatly.
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Figure 2: KBEs reduce FPSpy overheads by up to 3x. Period k
means that every kth floating point instruction causes a trap.

work. Figure 1 shows that for identical “null” handlers, KBEs can
speed up exceptions by 30x over normal signals! In particular, be-
cause KBEs never need to change privilege modes, any additional
work the hardware does to ensure a clean separation between user
programs and the kernel is (essentially) removed.

Figure 1 shows that most of the time handling exceptions is
delegation to and return from the kernel. For KBEs, the majority
of time moves to software instead of hardware, such as context
management; saving and restoring GPRs and CSRs to the stack.

4.2 Effects on Program Performance

FPSpy is fully ported and can leverage all of RAFT-V’s features. We
swept the frequency of FPEs to be handled by FPSpy in Figure 2 to
determine the benefits FPSpy can expect when running on RAFT-V.
We also evaluated various mini-apps and benchmarks, including
Miniaero [7] and NAS 3.0 [4].

FPVM is partially ported; its core exception system, decoder, and
emulator are operational and produce correct results, while some
peripherals require more work. The effects of KBEs on FPVM were
studied by feeding programs crafted for FPVM’s current capabilities
and we recorded a 2x improvement in end-to-end latency.

4.3 Hardware Footprint & Critical Path

The changes required to implement FPEs and KBEs on RAFT-V were
small, making a taped-out realization likely. RAFT-V only consumed
an additional 1-3% of major components (LUTs, Flip-Flops) while
specialty components (DSPs, BRAM) are unchanged. RAFT-V’s FPE
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support produced a 65.11% increase in SRL (Shift Register Lookup)
consumption. None of these changes affect BOOM’s critical path.

5 Conclusion

KBEs provide significant speedups in microbenchmarks (30x) and
2-3x in regular usage. However, floating point exceptions are just
a convenient exception to start with. Using RAFT-V as a starting
point, we believe other exceptions, such as page faults, could be
passed to user-space to enable new services or accelerate existing
ones. Additional information about RAFT-V and its implementation
is available in [11], with the design available on GitHub!.
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